PHAN Il

PHUONG THUC TAN CONG VA BIEN PHAP PHONG CHONG

- Cac phuwong thire tan cong
- Bién phap phong chdng tan céng



2.1. Phwong thirc tan céng (1)

Khai quéat cac phuwong thire, ky thuat tan cdng cla tin tac
doi véi cac thiét bi dau cudi

Tan cédng xam nhap, chiém quyén diéu khién (thiét bi)
Tan cong gid mao (Social Engineering, Phishing)

Tan cdng t chdi dich vu (lam céac th,iét bi loT, vi du
Camera da tirng xay ra. Cac loai thiét bi khac cling cé
thé bj khac thac theo cach twong tw)

Tan cdng phéa hoai di¥ liéu, hé thdng

Panh cap dir liéu, nghe trdm trén dwdng truyén
Tan coéng thay ddi giao dién

Tan coéng st dung ma doc




2.1. Phwong thirc tan céng (cont’)

¢ Social Engineering (SE):

- La phuwong thirc tan cong phi k¥ thuat, loi dung sy thiéu hiéu biét
cua nguwoi dung hoac cac doi twong khac lién quan dén bao vé hé
thong, de dot nhap yéo hé thdng, danh cap théng tin mat, pha huy
hay lam hong hé thong mét cach trai phép.

« CO0 hai loai tan cong SE:

- Human-Based: nghe trém, nhin trdm, goi dién ...
- Mobile/Computer-Based: Phishing, Pop-up, Spam mail ...
< Nguyén nhan dan dén tan cong Social Enginering?

« Cac quy dinh/chinh sach dwoc thiét 1ap 16ng 180 hoac tuan tha
chwa t6t

» Do hacker it hodc khong st dung cong cu dé tan cong, nén rat
kno giam sat, phat hién bang cac céng cu tw dong
« Khéng c6 phwong thire tdi wu nao dé chong lai

° KHAhANRA A nhanm mam havy nhan ~irenn han va hidain Al



2.1. Phwong thirc tan céng (cont’)

< Cac giai doan tan cong Social Engineering
»  Nghién ctru, tim hiéu muc tiéu (co quan/td chirc)
« Lwa chon nan nhan trong cqg/tc
Phat trién, tao dwng mdi quan hé
 Khai thac muc tiéu
< Phwong thirc tan SE pho bién — tan cong mao danh
(impersonation)

 Phuwong tién: dién thoai, email, cac trang mang xa
hdi...=> thu thap cac théng tin nhay cam

 Gia danh lanh dao cla co quan, t6 chirc
« Gia danh can bo ky thuat
« Gia danh nguw¢i dung




2.1. Phwong thirc tan coéng (cont’)

Phishing: 1a hinh thirc tan cong loi dung

suw thiéu hiéu biét cla ngwdi st dung

(hgwdi dung), khién ho twong tac voi cac

bay nguy hiém cla hacker. |

Vi du:

- Email ¢6 ndi dung ltra dao keém theo

theo file hoac link doc hai

- Website gia mao thu thap théng tin ca
nhan .

- Dac dlem Phishing
Dé phat hién
Nham 1 mét muc tiéu tai 1 thdi diém
Email déc hai dwoc gwri trong inbox
- Yéu cau ngwoi dung click vao dudng
link




* Pharming attack:

« Kho bi phat hién

« Nham nhiéu muc
tieu ngwdi dung ,
cung mot thoi diem

« Cai ma dbéc vao
may tinh

 Tw ddng chuyén
hwédng ma khong
yéu cau nguoi click
vao link

» Harder to identify

- Targets multiple people at

a time

« Malicious code installed to

computer

+« Automatically redirects

without requiring users to
click a link

PHISHING

- Easier to identify
e Targets one person at a time
+ Malicious email sent to inbox

» Requires users to manually

click a link to activate code



2.1. Phwong thirc tan coéng (cont’)

CitiBank Phishing

CitiBusiness”

ID/Passcode




2.1. Phwong thirc tan céng (cont’)

4- Hacker diéu
2- Tai khién tir xa
ma
doc vé
may
dong
thoi
thuwe
thi

1- Gri email Itra dao kém link



2.1. Phwong thirc tan céng (cont’)

Spear Phishing

Nham dén muc tiéu cu thé trong td chirc (mdt nguwdi hodc
nhom nguoi)

Whaling

Nham vao nhirng nguwdi c6 chirc vu cao trong td chirc
(nhirng nguwoi nam gitr nhiéu thong tin quan trong)

Spam email (Junk email)

La loai thw (thw rac) ma ngwdi nhan khéng mong muon,
khong dwoc yéu cau, cadm thay phién ha.

Hacker c6 thé Spam email dé giri cho cho nhiéu ngudi véi
muc dich thu thap thdong tin caa nguwdi dung, phat tan ma
doc




2.1. Phwong thirc tan céng (cont’)

Tan cong APT

APT = Advanced + Persistent + Threat

Advanced:

» L& ky thuat tan cong tién tién, cé tinh tang hinh rat cao (nham tranh s
phat hién). Attacker thwdng sir dung it cdng cu nhat dé trién khai tan
cbng muc tiéu. Nghia la, hacker sé st dung tong hop cac ky thuat
(technical & nontechnical) tao thanh chién dich c6 quy moé va co6 chién
lwoc ro rang.

Persistent :

« Mbi de doa, hay ké tan coéng an trd trong mang muc tiéu trong mét tho
gian dai, co khi kéo dai trong nhiéu nam => mang tinh dai dang

Threat:

» Phai 1 attacker giéi. Do d6 can cé nguf)n lwc I&n nham tao ra cac
cbng cu dac chung dé hoat déng dai dang;

« Attacker co thé bao gdm cé cac chuyén gia thudc Chinh ph.




Lira dao tién gtvi ngan hang

< Gid danh nhan vién ngan hang dé lién hé voi
khach hang:
- Goi dién thu thap sb tai khodn, tén tai khoan, mat khau...

 GUi email gid mao thu thap thdng tin vé tai khodn, tén tai
khodn, mat khau, ma OTP



Chiem dung tai khoan mang xa héi

< Hacker chiém doat tai khoan mang xa hoi
(facebook) dé Itra ddo, mao danh ngudi quen dé
vay tién, xin tién...

< Chiém tai khodn mang xa hdi yéu cau ndp tién
chubc



Chiem dung tai khoan mang xa héi

Trong thoi gian tw thang 10-
2020 dén nay, 5 nghi pham d3
gay ra hon 40 vu hack
Facebook, chiém doat trén 2 ti
dong clia khodng 20 bi hai tai
nhiéu tinh thanh trén ca nwoc
https://tuoitre.vn/nhom-thanh-
nien-hack-hon-40-tai-khoan-
facebook-chiem-doat-hon-2-ti-
dong-20210902223152706.htm

B1: chiém quyén diéu khién cla tai khodn fb, d6i mat khau, tim
hiéu hoat dong (lich st ndi chuyén) dé cé théng tin tao niém tin
B2: Mua s6 tai khoan NH trung tén trén fb

B3: st dung doan video ghi hinh khuén mat chu tai khoan da
cung cap ti trwdc (néu nan nhan yéu cau kiém tra)



https://tuoitre.vn/nhom-thanh-nien-hack-hon-40-tai-khoan-facebook-chiem-doat-hon-2-ti-dong-20210902223152706.htm

2.2. Bién phap phong chong tan céng mang

< Bién phap vé con nguwdi, nguén nhan lyc
¢ Quy trinh, chinh sach
% Cong nghé




2.2. Bién phap phong chong tan céng mang

< Bién phap vé con nguwdi, nguén nhan lyc

Thanh lap cac b6 phan kiém nhiém, ban chuyén trach,
chuyén trach vé ATTT

B4 tri nhan lwc phu trach cac coéng viéc, vi tri phu hop
Thuwéng xuyén dao tao, tap huan cho déi ngii lam vé an
toan thong tin

Trién khai cac chuong trinh dao tao, cac hoat déng nang
cao nhan thirc vé an toan théng tin doéi véi nguwdi dung
Thu hat va dai ngd ddi véi can bo lam vé ATTT



2.2. Bién phap phong chong tan céng mang

% Quy trinh, chinh sach (quy dinh)

» Xay dwng chinh cac chinh sach ap dung cho hoat dong
dam bao ATTT, vi du: chinh sach doi voi ngwoi dung, voi
viéc cau hinh an toan thiét bi mang, thiét bi an toan
mang, ...

* Xay dwng cac quy trinh: quy trinh rng ctru s co an toan
théng tin, quy trinh quan ly, van hanh hé thong théng
tin...



2.2. Bién phap phong chong tan céng mang

“ Cong nghé
» Trang bi ha tang thiét bi an toan mang: twdng Ira, hé
thong giam sat ...
« Trién khai hé thong anti-virus
« Trién khai hé thong chong tan céng DDoS
 Nang cap va cap nhat ban va cho HPH, cac &ng dung



2.2. Bién phap phong chong tan céng mang

Xu huéng dau tw cho ATTT (thé gioi)

v

Xu hwéng trwéc day Xu hwéng hién tai



2.2. Bién phap phong chong tan céng mang

¢ MO hinh mang an toan

IIIIII

Mail server




2.2. Bién phap phong chong tan céng — Céc
nguyén tac bao vé dir liéu

< 03 tadc déng cla cac cudc tan cdng mang:
« Th& 1: pha hly, [dm hdng hodc thay doi di¥ liéu
 Tht 2: Lam 10 lot nhirng dr liéu bi mat
» Thi 3: Mat kha néng cung cap dich vu khi nguoi ding
can truy xuat di liéu
< Nguyén tac bao vé di liéu:
Trwdc hét div liéu can dwoc phan loai dwa trén cac tiéu chi
sau:
« D{ lieu can dam bao tinh toan ven
« D{r liéu can dam bao bao tinh bi mat
D@ liéu can ddm bao tinh san sang




2.2. Bién phap phong chong tan céng — Céc
nguyén tac bao vé dir liéu

% Sau khi phan loai, tién hanh danh gia rdi ro dé trén khai cac

bién phap bao vé phu hop, nhuw

« Ap dung gidi phap ma hoa di liéu dbi véi nhivng div liéu
mat

« Dinh ky sao lwu di¥ liéu & nhirng noi an toan dé tranh
cac loai tan cdng phap hdy, ma hoa dodi tién chudc ...

. P6i v&i hé thdng cung cap dich vu can trién khai cac giai
phap can bang tai, phat hién va ngan chan tan cong ...

« Xay dwng quy trinh, quy dinh va nadng cao nhan thirc cua
ngudi dung dé co thé tw bao vé dwoc tai san théng tin
cdia minh trong nhiéu tinh hudng.



SAO LUU DU LIEU (1)

“* Phong khi
« Mat, xoa DL
 Bi nhiém Ransomware

=
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w




MA HOA DU LIEU (1) ?

Ma hoa nhirng di¥ lieu quan trong phong khi bi méat, danh
cap hoac copy di liéu trén thiét bi lwu trir

£
::'/’;
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// =
, > % TrueCrypt -

i tool

W
ﬂ//

Tools:

- BitLoker (san c6 trén windows)

- Winrar — dat mat khau cho file

- TrueCrypt (mién phi, khéng con an toan)



Bao vé thiét bi di déong (Mobile, Ipad,

Iphone, tablet...)

1- Han ché t6i da st dung wifi cdng cong
(public Wi-Fi)
—Mat thdng tin ca nhan:

- Théng tin tai khoan email

- Ngan hang,

- Mang xa hoi...
Néu budc phai dung thi nén st dung phan
mém: Avira Phantom VPN
https://www.avira.com/en/avira-phantom-
vpn#start-download-vpn
Hac: CyberGhost, TunnelBear

2- Nén str dung mang 3G/4G trén
smartphone -



https://www.avira.com/en/avira-phantom-vpn#start-download-vpn

Bao vé thiét bi di déong (Mobile, Ipad,
Iphone, tablet...)

3- Khéng nén str dung
Bluetooth noi cong cong
hodc sir dung xong can tat
(disable)

4- Khéng nén tai str dung cac
phan mém (app) khéng rd nguoén
goc, vi c6 thé bi lay nhiém ma
doc trén may

5- Han ché st dung cac apps
trén Google Play Store (GPS).
GPS thwong xuyén ra soat va
loai bd, nhwng khdng dam bao da
sach

€3 Bluetooth




Cai dat Anti-vius trén thiet bi di déng
(Mobile, Ipad, Iphone, tablet...)

Avast Antivirus 2018  Norton Mobile Security ~ Kaspersky Mobile Antivirus

McAfee Mobile Security & Lock AVG AntiVirus 2018 for Android Security



An toan dir lieu ngwoi dung ca nhan trén
dam may

Chia sé lwu trir ddm may, dong bd di liéu ngwdi dung.

3

Dropbox & OneDrive

U

Google Drive | C ‘ O U d




Bao méat cho Dropbox
(twong tw cac dich vu khac)

Upgrade account Enable two-step verification
s;arch a =
How would you like to receive your security codes?
Use text messages Use a mobile app
hocu ong cuang #®  Security codes will be sent to 2 Security codes will be generated
Change photz your mobile phone by an authenticator app

27747 MB of 2 GB used

Upgrade

Enable two-step verification

Settings

Install We sent a security code to +84 904361245. Enter it below to verify your phona number
696392

Sign out

Ce I

Two-step verification

Require a security key or code in addiion to your password.



Phong chong ma déoc trén PC, Laptop

Trojan Horse Virus
Backdoor Worms
Rootkit Spyware
Ransomware Botnet

Adware Crypter




Cac phan mém anti-virus pho bien, Cach
phong chong ma doc bang Trend

Gia tir 220.000d/may

Pro

Antivirus

& O N

o —

AJast Pro Antivirus
Gia tlr 279.000d/may

Intel McAfee Antivirus
Gia tr 169.000d/may

Eaigr-,,

| ANTIVIRUS
e

Trend Micro Internet
Gid tir 149.000d/may

-
' I".‘l
L
ppi——

Eset Nod3Z Antivirus
Gia tir 119.000d/may

e —

v Norton

By lpmaan
ANTI

r

MNorton Antivirus
Gia tir 139.000d/may

Bitdefender Antivirus
Gia tir 159.000d/may

— .
Avira Antivirus
Gia tr 279.000d/may



Cau hinh, str dung USB an toan

< Phong chong lay
nhiém ma doc tw
moOt may tinh dang
bi nhiém sang USB
khi twong tac.

“* Ngan chan (giam
thiéu) ma déc dang
nam trong USB lay
sang may tinh =>
Khéng cho ma doc
kh&i chay




Cau hinh, str dung USB an toan

s*»Cach lam
e Budce 1:

>

- Format 6 dia

- Chudt phai chon Format

-

USE-CuongHE (L:)
-— |

107 GB frec nf14 7GR

il (il (i i B

Open
Open in new window

Turn on BitLocker...

Share with

Dpen as Portable Device
Scan selected files with Avira
Add to archive...

Add to "Archive.rar”
Compress and email...

Compress to "Archive.rar” and email

Format...

je

Format USE-CuongHEK (L)

Capacity:

|14.76B

File system

|prFs

]
Allocation unit size

| 4096 bytes

[ Restore device defaults

Volume |abel
USE-CuongHK

Format options

Quick Format
Create an M5-0S startun disk




Cau hinh, str dung USB an toan

< Buoc 2: Tao thw muc co tén DATA
< Bwdce 3: Quay trd lai thw muc goc, chudt phai
% Bu6c 4: Thay déi thudc tinh [ oeasssinese

| General | Tools | Hardware | Sharing

Chon L|St fOIder Securty | ReadyBoost | Guaota | Customize

Object name: L\

CO nte nts | Permissions for USB-CuongHK (L)
Security GI’DIJP ar User names:

Object name: L\ . Ev&r'_.rune

Group or user names:

82 Everyone
e

To change pemmissions, click Edit.

[ Add. |[ Remove | Pemissions for Everyone Allow Deny
Pemigsions for Everyone Allow Dery Full cortrol \f :
Read & exscute (] /ﬁ 1 MDdi‘h’ -
List folder conterts 0 — R =
ead & execute E
Read [ ] = v
Wite Il B | List folder contents J
Special pemissions P Read o B
Leam about access control and pemissions Write \f i

[ ok ][ cancel |[ pet For special pemissions or advanced settings,

click Advanced.




Cau hinh, str dung USB an toan

“* Chubt phai vao thw muc D
“»» Chon Security
s Chon

 List folder contents

« Read
 Write

| DATA Properties

| General | Sharing | Security |Custnmize

Object name:  LADATA

GI’DIJP ar User names:

To change pemissions, click Edi.

Permissions for Evenyone Allow Dery
Modify -
Fead & execute Pl
List folder conterts
Read

Write:

Special permissions -

For special pemissions or advanced seftings,

click Advanced.

Leam about access control and pemissions




Cau hinh, str dung USB an toan

*+* Chon Advanced
« Change Permissions

« Edit

 Chon Delete
subfolders and files

 Delete

. Permission Entry for DATA

Object

J Advanced Security Settings for

Pemissions |,Pu_|ditir1g | Chwirier I H

To view details of a pemission er

. Advanced Security Settings for DATA

Permissions

To view or edit details for a permission entry, selec

This permission is inherited from the parent object, Make changes

here to override the inherited permissions.

Mame:  Everyone

Apply to: This folder and subfolders

=
o
=

Permissions:

Change...

Ohject name: LADATA Obiject name: L:\DATA
Pemmission entries: Permission entries:
Type Mame Type Mame Permiss
Allow Everyone Allow Everyone List fold
Allow Everyone Allow Everyone Spedial
| Add.. || Edit. Rem

-hange Pemissions... ]

—

Include inhertable permissions

1aging pemmission entriea/

mtﬂe permissions from this object's

place all child object permissions with inherita

Managing permission entries

TTCOTe TIeS T TS W

Create folders [ append data
Write attributes

Write extended attributes
Delete subfolders and files
Delete

Read permissions

0
B
)

Change permissions

EE

Take ownership




Sw dung mang xa hoi (facebook) an toan

3- 10 khuyén nghi khi tham gia mang xa hoi

(1) Yéu cau dat mat khau: manh, khé doan, dé nh& (khdng ghi ra
bat ky dau), thwdng xuyén thay doi, khong chia sé

(2) Khéng nén chon tinh nang lwu mat khau trén trinh duyét cho
dang nhap lan sau (dac biét khi s dung trén may tinh ngudi
khac). Dang xuat ngay sau khi st dung FB trén may nguwdi khac
(hoac dung chung may tinh)

(3) Hay kiém tra tén mién https://www.facebook.com/ trwéc khi tién

hanh dang nhap tai khoan
(4) Khong tra I&i cac cau hoi tham do

(5) Khéng két ban vé&i nhivtng ngudi chwa quen biét


https://www.facebook.com/

Sw dung mang xa hoi (facebook) an toan

&% Chung Baoc mat va dang nhap
[ | Bao mat va dang nhip
n Thong tin cda ban trén

Facebook Mei ban d3 dang nhdp

Xac thue 2 yéu to \

& Swdung xac thyc 2 yéu té

. . . A . e Chinh sira
Bat » Bang nhap bang ma tw Jien thoai cung nhwr mat khao



Sw dung mang xa hoi (facebook) an toan

Setting Up Extra Security

~ (et alerts about unrecognized logins
=" On » We'll let you know if anyone logs in from a device or browser you don't usually use

Get an alert when anyone logs into your account from an
unrecognized device or browser.
f1 Notifications

» (et notifications
Don't get notifications

© Messenger

« (et notifications
Don't get notifications

= Email

v (et email alerts at hocuongit@gmail.com.

Add Email Address



Sw dung mang xa hoi (facebook) an toan

Block users Once you block someone, that person can no longer see things you post on your timeline, tag
you, invite you to events or groups, start a conversation with you, or add you as a friend.
MNote: Does not include apps, games or groups you both participate in.

Block users Type a name m

Quynh Hwong Unblock

Thai Thi Nguyen Unblock

Ha Pham Unblock

Tu Le Unblock

Block messages If you block messages and video calls from someone here, they won't be able to contact you
in the Messenger app either. Unless you block someone’s profile, they may be able to post on
your timeling, tag you, and comment on your posts or comments. Learm more.

Block messages | Type the name of a fiend..
from E]



AN TOAN KHI THANH TOAN TRU'C TUYEN




An toan khi thanh toan trwc tuyén (1)

1- Thanh toan trwc tuyén 1a gi?
Thanh toan trwc tuyén la dich vu giup khach hang thanh toan
gua Internet khi mua hang

2- Cac hinh thirc thanh toan truc tuyén
(1) Thanh toan bang thé
(2) Thanh toan qua cdng thanh toan (vd, F@st MobiPay)
(3) Thanh toan bang vi dién t& (vd, Vi dién t& Mobivi — Ngan hang
BIV)
(4) Thanh toan bang thiét bi di ddng thdng minh (vd, lién két
theo mé hinh Mobile Banking — Hé& thdng ban hang — Nguoi
tieu dung)



An toan thanh toan trwc tuyén (2)

(5) Thanh toan qua truyén khoan ngan hang

3- 10 khuyén nghi dam bao an toan khi thanh toan trwc
tuyén

(1) Hay kiém tra ky lwéng xem nguwdi ban 1a ai?
Trwdng hop mua san pham tr nguwdi ban ma trwdc day chwa
tirng thwe hién giao dich thi hay diéu tra théng tin cdia ho. Nhin
thoang qua c6 thé do la trang web khéng doc hai nhwng thuc té
trang web nay c6 thé lai 1a trang web Itra dao (phishing). Pé
chuén bj trwdc cho trwdng hop c6 van dé phat sinh khi giao dich
va thanh toan thi hay ghi chu trwéc cac théng tin nhw dia chi ctra
tiém, so dién thoai, dia chi thuc té.



An toan thanh toan trwc tuyén (3)

(3) Kiém trang web c6 hop phap khong?
Trwdce khi nhap théng tin ca nhan va théng tin tai khoan
thanh toan khi thwc hién mua sam trwc tuyén, hay kiém tra
xem trang web do co an toan hay khong. Thong tin can kiem
tra:

- Kiém tra ky lwéng tén mién
- An danh: Chrom Ctrl + Alt + N, Firefox Ctrl + Alt + P

- Kiém tra khoa xanh (CA)

C | @& Secure | https://bidvsmartbanking.vn

Lpps English Security Ham ba ldng Music FPT Program G

BIDV SmartBanking @
Ung dung ngdn hang théng minh



An toan thanh toan trwc tuyén (3)

Khéng lwu thong tin dang nhap trén trinh duyét => chon
“Khéng bao gi¢”
Thoat ra khi khéng con s dung

TRADE OF VIETMAM [VM] | https://www.vietcombank.com.vn/IBanking2015/da4a9962effcb857a021778991cb... ' ©& ¢ ¢

. x
Ban cé mudn luu méat khau khdng?

Ngén hang truc tuyén

= Ll Tén ngudi ding ‘8232425524
VCB - iBenki

Mitkhiu = sessssssssss ©

Khéng bao gid

Chuyéntién = Thanhtoan @ Tiét kiém trwc tuyén | T




An toan thanh toan trwc tuyén (4)

(4) Khi str dung USB Token cho viéc thanh toan
- Gir gin tranh danh mat
- Khéng dé 16 ma

- An toan truw¢c khi nhap ma




An toan thanh toan trwc tuyén (5)

(5) Cai dat phan mém Anti-virus dé chéng danh cap théng
tin tai khoan, théng tin thé tin dung

(6) Khédng nén sl dung mang wifi cong cdng dé giao dich
thanh toan, khdng dung may tinh hay céac thiét bj théng
minh cua ngwdi khac cho viéc thanh toan

(7) Nén in va lwu lai man hinh xac nhan cudi cung khi dat
hang lam chirng tir hop 18, néu phat sinh tranh chap hoac
tra soat vé sau

(8) Chul thé tuyét ddi khdng tra 1, khédng cung cap théng tin
thé khi nhan dwoc yéu cau qua cac kénh email, dién thoai,
website c6 dau hiéu nghi ng®



An toan thanh toan trwc tuyén (6)

(9) Bang ky dich vu BSMS cho thé va kiém soat chat ché chi tiéu
phat sinh tir thé

(10) Lwu thong tin trung tam ho tror khach hang dé khi c6 van de bat
thworng can 1ap tirc nhé ho tro






